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WH®OPMALIMOHHAS TIAMSTKA
JUISI OBYYAIOIMXCS 1J151 PASMEILEHMS
HA O®PUINAJIBLHBIX THTEPHET-PECYPCAX

C KaxabpIM TOJIOM MOJIOAC)KM B HHTEPHETE CTAHOBUTHCS OoJiblle, a
IIKOJBHUKM OJIHM W3 CaMbIX aKTUMBHBIX NoOJb30Barene PyHera. Mexny Tem,
MIOMUMO OTPOMHOTO KOJIMYECTBA BO3MOKHOCTEHN, MHTEPHET HECET U MPOOJIeMBbl. JTa
namsiTKa JOJKHA MOMOYb Te0e 6€30MacHO HaXOUThCS B CETH.

KomrmbroTepHsie BUPYCHI

KoMmbroTepHslid BUPYC - 3TO Pa3HOBHJIHOCTh KOMIIBIOTEPHBIX IPOrpaMM,
OTIIMYUTENBHONW 0COOEHHOCTBhIO KOTOPOMU SIBISIETCSA CLIOCOOHOCTh K Pa3MHOKEHHIO.
B nmonosiHeHHE K 3TOMY, BUPYCBHl MOTYT IOBPEAUTh WIH IOJTHOCTHIO YHHUUYTOXXHUTH
BCE (pailsibl M JaHHBIE, IOJKOHTPOJIBHBIE TIOJIb30BATEIN0, OT UMEHH KOTOPOTo Oblia
3alylieHa 3apaKeHHas IIporpamma, a TaKXe MOBPEIUTh WU JAKE YHUUTOXKUTH
ONEpPallMOHHYI0 CHCTEMY CO BceMHU (paiijamu B LeJIOM. B OOJBIIMHCTBE cllydyaeB
pacupoCTPaHsIOTCS BUPYChl UEPE3 UHTEPHET.

MeTonbl 3aIUThl OT BPEAOHOCHBIX IIPOrPAMM:

1. MUcrionb3yii COBpEMEHHBIE ONIEPALIMOHHBIE CUCTEMBI, HMEIOLIUE CEPbE3HBII
YPOBEHB 3aIIUTHI OT BPEIOHOCHBIX IIPOTPaMM;

2. llocrossHHO ycTaHaBiauBail nautu (UM(pOBBIE 3aIUIATKH, KOTOpPbHIE
aBTOMATUYECKM YCTAHABJIMBAIOTCA C LEIbI0 JOPaOOTKH MPOrpamMMbl) U ApPyrue
OOHOBIJICHHS CBOEH oneparimoHHON cucTeMbl. CkaunBaii MX TOJIBKO C O(HUIIHAIBHOTO
caiita pazpadbotunka OC. Eciu cyliecTByeT pexxuM aBTOMaTHUY€CKOT0 OOHOBJICHMUS,
BKJIIOYH €T0;

3. PabGoraii Ha cBoeM KOMMbBIOTEPE TOJ MpaBaMH MOJL30BATENsA, a HE
aIMUHUCTpATOpa. OTO HE IMO3BOJUT OOJBLIIMHCTBY BPEIOHOCHBIX MPOrpaMm
WHCTAJUIAPOBATHCS HA TBOEM NIEPCOHATIBHOM KOMIIBIOTEPE;

4. Hcnonb3yll aHTUBHPYCHBIE NPOTPaMMHBIE MPOAYKTHI H3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATUYECKUM OOHOBJICHHEM 0a3;

5. Orpanunup pU3NUECKHU JOCTYN K KOMIBIOTEPY JIJIsl IOCTOPOHHMX JIULL;

6. Mcnonb3yil BHENIHWE HOCUTEIW MH(MOpMAINK, Takue Kak Quielika, TUCK
WK (paiia U3 UHTEPHETA, TOJIBKO U3 POBEPEHHBIX HCTOUHUKOB;

7. He oTkpbIBali KOMMBIOTEpHBIC (Dailyibl, MONyYCHHBIC W3 HEHAJC)KHBIX
UCTOYHUKOB. Jlaxke Te (pailsibl, KOTOpbIE MpHUCIan TBOM 3HaAKOMBIN. Jlydiie yTouHu
y HETo, OTIPABJISUI JIU OH TeOe uX.

Cetu WI-FI



Wi-Fi - 3T0 He BU nepefadn JaHHBIX, HE TEXHOJIOTHS, a BCEro JUIIb OpeH,
mapka. Eme B 1991 rony HumepiaHackas KOMIAHHS 3apeTHCTpUpoBaiia OpeH.
"WECA", uto o6o3Havyasio cnoBocouetanue "Wireless Fidelity", koTopsiii
NEepPEBOAUTCS Kak "OecnpoBOAHAS TOYHOCTD'.

Jlo Haiero BpeMeHH JIoluia apyras ab0peBuarypa, Koropas siBISI€TCs TaKOU
e TexHosoruei. Ito adbbpeBuarypa "Wi-Fi". Takoe Ha3zBaHue ObLJIO JaHO C
HAaMEKOM Ha CTaHAapT BbIcIIel 3BykoBoi Texuuku Hi-Fi, uto B mepeBoie o3Hauaer
"BBICOKAsi TOYHOCTB .

Jla, OecrimaTHBIM UHTEPHET-AOCTYN B Kade, OTesIX U adpoIopTax sSBISACTCS
OTJINYHOM BO3MO>KHOCTBIO BBIXO/Ia B UHTEpHET. HO MHOTHE SKCIEPTHI CUUTAIOT, UTO
obmenoctynusic Wi-Fi cetu He sSIBISIOTCS O€3011aCHBIMH.

CoeTbl 110 0€301maCHOCTH pabOTHI B 00IIEAOCTYHBIX ceTax Wi-fi:

1. He nepenaBaii cBoro TUUHYIO HHpOpMaIuio yepes oduienoctymnasie Wi-Fi
cetu. PaboTas B HUX, JKeJIaTeJIbHO HE BBOJAUTH MapoJiv JOCTYIIA, JIOTUHBI U KaKue-
TO HOMEpA;

2. Ucnionb3yit 1 OOHOBIISI aHTUBUPYCHBIE MPOTPaMMBI U Opanamayep. Tem
cCaMbIM ThI 00€30MacHIIlb ce0s OT 3aKaYKH BUPYyca Ha TBOE YCTPONCTRO;

3. Ilpu ucnonwszoanuu Wi-Fi otkimoun ¢pynkiuto "OO0muit octy K daitnam
u npuntepam". JlaHHas (yHKIMS 3aKpbiTa MO YMOJYAHUIO, OJTHAKO HEKOTOpHIE
M0JIb30BATENM AKTUBUPYIOT €€ JIJIsl yI00CTBA UCIOJIb30BaHUs B paboTe min yueoe;

4. He wucnonw3yit nyOmuunbii WI-FI nms mepegaum JuUYHBIX JTaHHBIX,
HaIrpuMep JJIsl BBIXOJIa B COLIMATIBbHBIE CETH WIIM B AJICKTPOHHYIO MOYTY;

5. Mcnonb3y# TOJIbKO 3aimuineHHoe coeaunenue yepe3 HTTPS, a ne HTTP,
T.€. pu Habope BeO-aapeca BBoaM UMeHHO "https://";

6. B moOunsHOM Tenedone otkimroun (yHkuuio "lloaxmrouenue k Wi-Fi
apTroMarnuecku'. He momyckail aBTOMAaTHYECKOIO MOJKIIOYEHUS YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cornacus.

CormanbHbie cETH

ConnanbHble CETH aKTUBHO BXOJST B HAIIly KHU3Hb, MHOTHE JIIOJU PabOTatoT
Y JKUBYT TaM TMOCTOSIHHO, a B Facebook yxe 3apeructpupoBan MusiInap 4eioBeK,
YTO SIBJISIETCA OJHOW CEIbMOM BCEX JKUTEJEH IUIAHEThl. MHOTME NOIB30BATENIA HE
MOHUMAIOT, YTO WH(OpMalMs, pa3MelleHHass UMU B COIIUAIBHBIX CETAX, MOXKET
OBITh HaliJIcHA W HCIOJb30BaHA KEM YTOJHO, B TOM 4YHUCJIE HE 0053aTeNbHO C
OJlaruMu HaMEPEHUSIMU.

OCHOBHBIE COBETHI 110 OE30MACHOCTH B COI[UATILHBIX CETX:

1. Orpanuys criucok apy3eil. ¥ 1e0s B Apy3bsix HE JOIHKHO OBITh CITydalHBIX
Y1 HE3HAKOMBIX JIIOJICH;

2. 3amminaid CBOIO YAacTHYIO XHU3Hb. He ykaspiBail maposiu, TenedoHbI,
aapeca, JaTy TBOETO0 POXICHUS ©  JIPYryl0 JHUYHYIO  HHGOPMAIHIO.
3JI0YMBIIIUIECHHUKH MOTYT UCIIOJIB30BaTh Jaxe WH(POpMAIMIO O TOM, KaK Thl U TBOU
POJUTENH MIAHUPYETE MPOBECTH KAHUKYJIBL;



3. 3amuinai cBOIO pernyTaluio - Iep>KU €€ B YMCTOTE U 3a/1aBaii cede BOIpoc:
XoTen Obl Thl, YTOOBI JPyrue TMOJb30BaTENM BHUAETH, YTO Thl 3arpykKaeuib?
[Togymaii, mpesxJie 4eM 4TO-TO OMyOJIMKOBATh, HAMIUCATD U 3arPy3UTh;

4. Ecau Tbl TOBOPHILB C JIFOABMH, KOTOPBIX HE 3HAEIIb, HE UCIIOJB3YH CBOE
peajgbHOe UMS U JIPYTYI0 JTUYHYIO MH(OpMAIUU: UMs, MECTO >KUTENIbCTBA, MECTO
y4eObl U poyee;

5. U3beraii pasmemienus pororpaduii B IHTepHETE, T/I€ THI M300paXkeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO OTPEJEIUTh TBOE MECTOIOIOKEHUE;

6. Ilpu peructpanuu B COIMAJIBLHON CETU HEOOXOJAMMO HCIOJIb30BAThH
CJIO’KHBIE TIAPOJIH, COCTOAIINE U3 OYyKB U U(P U ¢ KOJTUIECTBOM 3HAKOB HE MEHEE
8;

7. Jnda coOmMalbHOM CEeTH, TMOYThl M JAPYTUX CAWTOB HEOOXOIUMO
UCITI0JIb30BaTh pa3Hble maposu. Toraa eciau Tedst B3IOMAIOT, TO 3JI0YMBIIIICHHUKA
MOJIy4aT JTOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3zy.

DJIEKTPOHHBIE ICHBIU

DNEeKTPOHHBIE JEHBIU - 3TO OYEHb YAOOHBIM CHOCOO IJIaTeXel, OJHAKO
CYILIECTBYIOT MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JE€HBIH.

DNEKTPOHHBIE IEHBI'M MOSIBUIIMCH COBCEM HEJIABHO U MMEHHO M3-3a 3TOTO BO
MHOTHX I'OCYyAapCTBax J0 CUX MOp HE MPOIMCAHO PO HUX B 3aKOHAX.

B Poccun e oHr (yHKIIMOHUPYIOT U O HUX YK€ IIPOIKMCAHO B 3aKOHE, I/1€ UX
pa3ensaoT Ha HECKOJIbKO BHUJOB - aHOHUMHBIE U HE aHOHUMHBIE. PazHuia B ToMm,
YTO AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pelaeTcs MPOBOAUTH onepauuun 0e3
UACHTU(UKALIMY TOJIb30BATENSA, @ B HEAHOHUMHBIX WICHTU(PUKAIUS MOJIb30BATENS
SBIISIETCS 00A3aTEIBHOM.

Takxxe crnenyer pas3nuyaTh DJEKTPOHHbIE (UATHBIE JEHBIU (paBHBI
rOCyJIapCTBEHHBIM BAJIOTAM) M DJICKTPOHHBIE HedUaTHBIE JEHBI'H (HE pPaBHbBI
rOCyAapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO 0€30MacHON padOTE C NEKTPOHHBIMU JIEHbAMU:

1. [IpuBsxu K cyeTy MOOMIIbHBIN TeePOH. ITO camblil yIOOHBIN U OBICTPBIN
Croco0 BOCCTAaHOBUThH AOCTYN K cuery. llpuBsizanHblil TenedOoH MOMOXKET, €CIH
3a0y/ienib CBOM IJIATEKHBIM Tapoib WM 3aiiielllb Ha CalT C HE3HAKOMOTO
YCTPOWCTBA;

2. Hcnone3yil omHopa3oBble maponu. Ilocnme mepexoga Ha YCHIEHHYIO
aBTOpHU3alLMI0 TeOe yXe He OyJeT yrpoxaThb OMACHOCTh KpaXXH WM IepexBaTa
IJIaTEKHOTO MapOJIs;

3. BeiOepu cnoxublii maponb. IlpectynHukam Oyzner He MpOCTO yraiaTh
CJIOXHBIN naposb. HagexHsle maponu - 3To mapoiu, KOTOPBIE COEPkKAT HE MEHEE
8 3HAKOB M BKJIIOYAIOT B C€0s1 CTPOUYHBIC U MPOIUCHBIC OYKBBI, IU(PPHI 1 HECKOJIBKO
CHUMBOJIOB, TaKHe Kak 3HaK Jojuiapa, (yHTa, BOCKJIMLATEIbHBIA 3HAK M T.II
Hanpuwmep, $tROng!;;

4. He BBOIM CBOY JIMYHBIE JAHHBIE HA CAalTaX, KOTOPBIM HE JOBEPSIEILIb.

DJIEKTpOHHAs TOYTa



DJIEKTPOHHAS TMOYTa - 3TO TEXHOJOTHUS U MPEIOCTABIIAEMBIE €10 YCIYTH IO
NEPECHUIKE U MOJIYYECHUIO JIEKTPOHHBIX COOOIIEHUH, KOTOPBIE PACIPeIesSIOTCS B
KOMITbIOTEpHOM ceTH. OOBIYHO BJIEKTPOHHBIA TOYTOBBIM SIIUK BBITJISIUAT
CIIEYIOIKM 00pa3oM: UMsI_T0JIb30BaTeNsI(@UMs_jioMeHa. Takke KpoMme repeiadu
MPOCTOTO TEKCTA, UMEETCS BO3MOXKHOCTH TIEpe/iaBaTh (pailibl.

OcHOBHBIE COBETHI IO 0€30IMacCHOM padOTE C AIEKTPOHHON MOYTOM:

1. Hago BbIOpaTh NpaBWIBHBIA IMOYTOBBIA cepBUC. B uHTEpHETE ecTh
OTPOMHBIN BBIOOP OECIIATHBIX MOYTOBBIX CEPBUCOB, OHAKO JIYYIIIEe TIOBEPSThH TEM,
KOTO 3HA€IlIb U KTO NIEPBBIN B PEUTUHTIE;

2. He yka3biBaii B TMuHOM mouTe Tu4Hyto uHpopmanuio. Hanpumep, myurie
BBIOpaTh "My3bIKabHBINA (paHaT@" nau "pok2013" BmecTo "Temal3";

3. Hcnonp3yid ABYX3TAMHYI aBTOPHU3ALMIO. JTO KOTJa MOMHUMO MapoJs
HY>KHO BBOJUTH KOJI, TPUChUIAEMBbIN IO SMS;

4. Be10bepu CJI0KHBIN NTapoiib. [[J1s1 Kaxa0ro NOYTOBOIO SIIIMKA JOJKEH ObITh
CBOM HAJICKHBIM, yCTOMYMBBIN K B3JIOMY I1ApOJIb;

5. Ecimu ectp BO3MOXHOCTH HAmucarb CaMOMY CBOM JIMYHBIM BOIIPOC,
WCIOJIb3YH 3TY BO3MOXHOCTb;

6. Hcnonb3yil HECKOJIBKO TMOYTOBBIX SAIIMKOB. IlepBblid 1y YacTHOM
NIEPENUCKU C aJpecaTaMy, KOTOPBIM Thl JOBEPSACHIb. DTO JJIEKTPOHHBIN aJIpec HE
HAJI0 UCTIOIb30BATh MIPU PETUCTPALIMM HA POpyMax U CalTax;

7. He oTkpbiBail ¢aitibl U Apyrue BIOKEHHUS B MUChMax, JIaXe €CIU OHU
NPUILIA OT TBOMX Apy3ell. Jlydille yTOUHM y HUX, OTIPABISUIM JIM OHH TEOE ITH
(baisl;

8. Ilocie okoH4yaHust paOOTBl Ha TMOYTOBOM CEpPBUCE IEpEN 3aKpPhITHEM
BKJIQJIKU C CAUTOM HE 3a0y1b HakaTh Ha "BeidTu".

KubepOymiuHr unu BUpPTYyaabHOE U3E€BATEIHCTBO

KubepOymmuHar -  mpecienoBaHue  COOOIICHUSIMHU,  COJIEpPKAITUMU
OCKOpOJIeHuS, arpeccuio, 3aIyTUBaHUE; XYJINTaHCTBO; COLIMAIbHOE
OOMKOTHUPOBAHUE C MOMOIIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 0OpbOE ¢ KUOEPOYIITMHT OM:

1. He Gpocaticsa B 60oii. JIyummii crioco0: mocoBeToBaThCs Kak ceOs BECTH H,
€CJIM HET TOro, K KOMy MOKHO OOpaTUThCS, TO BHa4ajle YCIOKOUThCA. Eciu Thl
HaYyHellb OTBEYaTh OCKOPOJIEHUSIMU Ha OCKOPOJEHHS, TO TOJBKO €lle OOJblie
Pa30AOKeIIb KOH(IIHKT;

2. Ynpapnsi cBoel kudeppemyTauuei;

3. AHOHUMHOCTh B ceTH MHHUMas. CyIlecTBYIOT CIOCOOBI BBIICHUTH, KTO
CTOMT 32 aHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJHMTraHCKUI o0pa3 BUPTyalbHOH >xu3HU. MHTepHer
(buUKCUpyeT BCe TBOM JEUCTBHSI W COXpAHICT UX. YJIUTh UX OyIeT KpaifHe
3aTPYAHUTEIIBHO;

5. Cobnronait CBOIO BUPTYaIbHYIO YECTh CMOJIOAY;



6. Urnopupyit enuHuuyHblii HeratuB. OJHOPa30BbIE OCKOPOUTENIbHbBIE
COOOIIEeHUS Ty4llle ITHOPUPOBaTh. OOBIUHO arpeccus MPeKpamlacTcs Ha HAYaIbHOM
CTaJuu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIICHHSIMH, B
COLIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTh OJOKHUPOBKM OTHPABKU COOOIIEHHUH C
ONPEICIICHHBIX aJPECOB;

8. Ecnu 11 cBUneTens kubepOyunra. TBou qeiCTBUS: BHICTYIIUTh MPOTUB
npecieaoBaTens, MOoKa3aTh €My, YTO €ro JEWCTBUS OLEHUBAIOTCS HEraTUBHO,
NOJJIEPXKaTh KEPTBY, KOTOPOM HY)KHAa INCUXOJOTHYECKAs] MOMOIb, COOOIIUTH
B3pOCJIBIM O (haKTe arpeCCUBHOTO MOBEICHUS B CETH.

MoO6unbHbIN TenehoH

CoBpeMeHHbIe cMapT(OHBI U TUIAHIIIETHI COJIEPKaT B ce0€ BIOJHE B3POCIBIN
GyHKUHMOHAT, W TeNepb OHM MOTYT KOHKYpUpPOBaTh CO CTAllHOHAPHBIMU
KoMIiboTepamMu. OJJHAKO, CPEACTB 3aLIUTHI A1 OJOOHBIX YCTPOUCTB MOKA OYEHb
Majo. TecTupoBaHue U MOUCK YSI3BUMOCTEN B HUX IPOUCXOJIUT HE TAK MHTEHCUBHO,
kak s 11K, To sxe camoe kacaeTcs 1 MOOMJIbHBIX NTPHIIOKEHUH.

CoBpeMeHHbIE MOOWIbHBIE Opay3epbl YK€ NpPaKTUYECKH JIOTHAIIU
HACTOJIbHBIE AHAJIOTH, OJIHAKO paclIMpeHue (yHKIMOHANa BIEYET 3a COOOM
OO0JIBILIYIO CII0)KHOCTh U MEHBIIYIO 3aIUIIEHHOCTb.

Jlanexko He BCe MPOU3BOAMUTENM BBIMTYCKAIOT OOHOBJICHUS, 3aKPbIBAIOIINE
KPUTHUYECKHE YSI3BUMOCTH JUJISI CBOMX YCTPOWCTB.

OcCHOBHBIE COBETHI AJI1 0€30MIaCHOCTH MOOUIILHOTO Tese(oHa:

Hudero He sBisieTcs mo-HacTosieMy OeciuiaTHbIM. Byas octopoxkeH, Belb
Korja tebe mpensararT OecIaTHbI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-
TO TUIATHBIE YCIYTH;

Hymaii, mpexe uem oTnpaBuTh SMS, poro unu Bugeo. Tol TOUHO 3HACTIID,
r7ie OHU OyJyT B KOHEUHOM UTOTre?

Heo6xoaumo 0OHOBIIATH ONEPAIMOHHYIO CUCTEMY TBOEro cMapThOHa;

Hcnonb3yit aHTUBUPYCHBIE TIPOTPaMMBI JUIsi MOOMJIBHBIX Telle()OHOB;

He 3arpyxaii mpuiioXeHus: OT HEU3BECTHOTO MCTOYHUKA, BEJlb OHU MOTYT
COJIEPKaTh BPEIOHOCHOE MTPOrpaMMHOE 00ECTICUEHUE;

ITocne Toro kak Thl BBIMJEIIb C CaliTa, TJI€ BBOJIWI JIMYHYIO MH(OpMaIuIo,
3aiiin B HACTPOIKK Opay3epa U yaaiu cookies;

[lepuonnuecku MpoBeEPsiii, KAKUE IUIATHBIE YCIYI'M aKTUBUPOBAHbI HA TBOEM
HOMEpE;

JlaBaii cBOl HOMEp MOOUIBHOTO TeleOoHa TOJIBKO JHOISM, KOTOPBIX ThI
3HACIIb U KOMY J0BEPSCIIb;

Bluetooth nomken ObITH BBIKJIIOYEH, KOT/IAa Thl UM HE MOJb3yelibes. He
3a0bIBail UHOTIa IPOBEPSITH 3TO.

Online urpsi

CoBpeMEHHbBIE  OHJIAWH-UIPBI - 3TO KpPAacCOYHbIEC, 3aXBAaTBIBAIOIIME
pa3BieUeHUs, OOBEIMHAIONIME COTHH ThICSU 4YEJOBEK MO Bcemy mupy. Urpoku



UCCJIENYIOT JTaHHBIA UM MHp, OOIIAIOTCS JAPYT C JPYTOM, BBIMOJHSIOT 3aJaHus,
CPKAIOTCS C MOHCTPAMHM W TOJY4YarOT ONBIT. 33 YIOBOJBCTBUE OHU IUIATST:
MOKYMNAaloT JUCK, OTNIAYUBAIOT A0OHEMEHT WM MPUOOPETAIOT KAKUE-TO OIIIHH.

Bce 3ty cpeacTBa uayT Ha NOJJEPKAHUE U PA3BUTHE UIPhI, @ TAKKE HA caMy
0€30MacHOCTh: COBEPILICHCTBYIOTCS CUCTEMbl aBTOPHU3AIIMH, BBITYCKAIOTCS HOBBIC
naTyu (Hu@poBbIe 3aIIaTKU ISl IPOTPaMM), 3aKPbIBAIOTCS YA3BUMOCTH CEPBEPOB.

B no100HBIX UTpax CTOUT OMACATHCS HE CTOJIBKO CBOMX COIEPHUKOB, CKOJIBKO
Kpa)Xy TBOETO MapoJisi, HAa KOTOPOM OCHOBAaHA CUCTEMa aBTOPU3AIUU OOJBITMHCTBA
urp.

OcHOBHBIE COBETHI IO 0€30MaCHOCTU TBOETO UTPOBOTO aKKAyHTA:

1. Ecnu npyroit urpok BeneT ceds MI0X0 WIH CO3JaeT Te0e HEMPUATHOCTH,
3a0JIOKUPYH €ro B CIIHUCKE UTPOKOB;

2. [Moxanyiics aIMUHUCTpATOPaM UTPhI HA TJI0XO0E MOBEIEHUE ATOT0 UTPOKA,
KeaTeJIbHO MPUIOKUTh KaKHe-TO JOKa3aTeIbCTBA B BUJIE CKPUHOB;

3. He yxa3biBail InuHyo nHGOpMaIHIO B Tpodaiine Uurpsl;

4. YBaxaii Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnuBaii HeopuimaabHbIe TATYU U MOJBI,

6. crionb3yii CII0’KHBIE U PA3HBIE ITAPOJIH;

7. axxe BO BpeMsi UTPbI HE CTOUT OTKJII0YaTh aHTUBUPYC. [IoKa ThI Urpaelp,
TBOM KOMIIBIOTEP MOTYT 3apa3UTh.

OUIIMHT WM KpaXka JTUYHBIX JaHHBIX

OOBIYHOI KpaXkell JeHer U JOKYMEHTOB CETOJHS YK€ HUKOTO HE YJIMBHILIb,
HO C pa3BUTHEM HWHTEPHET-TEXHOJOTUN 3JIOYMBIIUICHHUKH IEPEMECTUINCH B
WHTEPHET, U MPOJIOJDKAIOT 3aHUMATHCS "TIOOUMBIM" JIETIOM.

Tak mnosiBuiIach HOBas Yrpo3a: WHTEPHET-MOILIEHHUYECTBA WA (DUIIUHT,
rJIaBHas 11€Jb KOTOPOTO COCTOUT B TMOJYYEHUU KOH(PHUIACHIIMAIBHBIX JTaHHBIX
M0JIb30BATENEH - TOTMHOB U maposieid. Ha anrnuiickom si3bike phishing yntaercs kak
¢umuHr (ot fishing - priOHast 10BJIA, password - maposib).

OcHOBHBIE COBETHI IO 00PHOE € (GUITUHTOM:

1. Cnenn 3a cBoMM akkayHTOM. Ecnu Tel momo3peBaenip, 4TO TBOSI aHKETA
Obl1a B3JI0MaHa, TO HEOOX0IMMO 3a0JIOKUPOBATH €€ U COOOIIUTH aIMUHUCTPATOPaM
pecypca 00 3TOM KaKk MOXHO CKOpEE;

2. Ucnonw3yii 6e30macHbie BeO-CaiiThl, B TOM YKCJI€, HHTEPHET-MAra3uHoB U
IIOMCKOBBIX CUCTEM;

3. Hcnonb3yil ClOXHBIE M pa3Hble Mapoyii. Takum oOpazoM, eciu TeOs
B3JIOMAlOT, TO 3JIOYMBIIUIEHHUKH MOJy4aT JOCTYI TOJIBKO K OJHOMY TBOEMY
poUIII0 B CETH, a HE KO BCEM;

4. Ecnu TeOs B3jIOMaid, TO HEOOXOAMMO TMPEAYNPEIUTh BCEX CBOUX
3HAKOMBIX, KOTOpBIE JI00aBICHBI y T€OS B IPY3bsAX, O TOM, UYTO T€OS B3JIOMAIU H,
BO3MOYHO, OT TBOET'0 UMEHH OYJET pacchlIaThCs CllaM M CChUJIKUA HAa (PUIIMHTOBbIE
CalThI;

5. YcranoBu Haaexubid napois (PIN) Ha MoOmIbHBIN TenedoH;



6. OTKiII04YM cOXpaHEHMe MapoJs B Opaysepe;

7. He oTkpbiBaii (ailibl M Ipyrue BIOXKEHUS B MUChbMaX, JaK€ €CIIM OHU
OPUILUIM OT TBOMX Jpy3ell. Jlyuine yTouHM y HUX, OTIpPaBIISUIM JU OHU TeOEe ITH
(aitnbl.

[u¢posas penyranus

[u¢posas penyranus - 370 HEraTUBHAs UM O3UTUBHAs MH(POPMALUs B CETU
o tebe. Kommpomerupytromas nHpopMaius, pasMelleHHas B WHTEPHETE, MOXKET
CEpbE3HBIM 00pa3oM OTpa3uThcsl Ha TBOeW peanbHOW ku3HU. "Lludposas
pemyTarus” - 3TO TBOM UMUK, KOTOPBI (hopmupyercsa u3 uHpopmaiuu o Tebe B
UHTEPHETE.

TBoe MecTo KHUTENbCTBA, YyuyeObl, TBOE (PUHAHCOBOE IIOJIOKEHUE,
0COOCHHOCTH XapaKTepa M paccKasbl O OJIM3KUX - BCE 3TO HAKATUIUBAETCS B CETH.

MHorue noApoCTKH JIETKOMBICIEHHO OTHOCATCA K IyOJMKAalUM JMYHOM
uH(popmanuu B MHTEpHETE, HE MOHMMAsl BO3MOXKHBIX MOCHenCcTBUM. Thl qaxke He
CMOXeENTb J0TrafaTthcsi 0 ToM, 4yTo doTorpadusi, pa3MeiieHHas 5 JeT Ha3ajl, craja
IPUYUHON OTKa3a IPUHATH TeOsI Ha paldoTy.

KomMmenTapuu, pazmenieHue TBOUX (GoTorpapuii U Jpyrue AeUCTBUS MOTYT
HE UCYE3HYTh JAXE I0CIIE TOr0, KaK Thl X YAAINIIB. ThI HE 3HAaCHIb, KTO COXPAHUII
3Ty UH(GOpPMAIHIO, TI0T1aja JIM OHA B TOUCKOBBIE CUCTEMBI U COXPAaHWJIACh JIM OHA, a
[JIABHOE: YTO MOAYMAIOT O TeOE OKPYKAIOIIUE JIFOAN, KOTOPhIE HAAYT U YBUIAT
310. HaiiTu uHdOpMalo MHOTO JIET CIyCTSl CMOJKET JII0OOH - Kak M3 J0OphIX
noOyX/I€HH, TaK U C HAMEPEHUEM MPUUMHUTH BPEA. ITO MOXKET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI 110 3aIIUTE HU(PPOBOM pENyTaALNU:

1. [lonymaii, mpexie 4em 4To-TO MyOJIMKOBATh U NepeaaBaTh y ceds B OJore
WJIN B COIIMAJILHOM CETH,

2. B Hactpoiikax npo¢uis yCTaHOBH OTPaHUYEHHUS HA MPOCMOTP TBOETO
npoduIsi ¥ €ro COJAECPAKUMOTro, cliesiail ero ToJbKo "1j1s Apy3eit'”;

3. He pa3meinaii 1 He ykas3bpiBail HUH(POpPMAIUIO, KOTOPasi MOXKET KOTro-JI10o
OCKOPOJIATH MK OOMKATh.

ABTOpCKOE MPaBO

CoBpeMEHHbIE UIKOJBHUKM - AaKTUBHBIE IIOJIb30BAaTENU  LH(PPOBOTO
npoctpaHcTBa. OQHAKO JajeKko HE BCE 3HAIOT, YTO IMOJb30BAHWE MHOTHUMH
BO3MOXHOCTSIMM ~ LHM(poBOro  Mupa TpeOyeT coOMoAeHHMs TpaB  Ha
MHTEIJICKTYaJIbHYI0 COOCTBEHHOCTb.

TepmuH "uHTENIEKTyajdbHasE COOCTBEHHOCTH' OTHOCUTCS K Pa3IUYHBIM
TBOPEHHUSIM YEJOBEUECKOr0 yMa, HayMHas C HOBBIX HM300pPETEHHUN M 3HAKOB,
0003HAYAIOIINX COOCTBEHHOCTh Ha MPOJYKTHl U YCIYTH, U 3aKaHUMBasg KHUTAMHU,
dboTorpadusiMu, KHHOQUIbMaMH U MY3bIKAJIbHBIMU TTPOU3BEIACHUSIMU.

ABTOpCKHE TpaBa - 3TO MpaBa Ha MHTEJUIEKTYaJIbHYIO COOCTBEHHOCTH Ha
MPOU3BEJCHUSI HAYKH, JIUTEPATYpPbl U UCKYCCTBA. ABTOPCKUE NPaBa BHICTYIAIOT B
KayecTBE TapaHTUU TOTO, YTO WHTEJJIEKTYyaJIbHBII/TBOPUYECKUI TPy aBTOpa HE
OyAeT HampacHbIM, JacT €My CIIpaBeAJIMBble BO3MOXKHOCTH 3apaloTaTth Ha



pe3yibTaTax CBOEro TpyAa, MOJYYUTh W3BECTHOCTh M mpu3HaHue. Hukro 6e3
pa3pellieHHs aBTOpa HE  MOXET BOCIPOU3BOJUTH €ro  MPOU3BEICHUE,
pacmpocTpaHsiTh, MyOJWYHO JI€MOHCTPUPOBATH, IMPOJAABaTh, HMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOJWYHO HMCIOJHATH, MOKA3bIBATH/UCIIONHATh B dUPE WIH
pa3memniath B IHTEepHeTe.

Hcnonb3oBanrue "mMUparckoro" MPOrpaMMHOTO  OOECIICUCHUS]  MOXKET
MPUBECTH K MHOTMM pHCKaM: OT NOTEpH JaHHBIX K TBOUM aKKayHTaMm Ji0
OJIOKUPOBKHM TBOETO YCTPOICTBA, IJie YCTAaHOBJIEHA HeJerajibHasi rnporpamma. He
CTOUT TaKKe 3a0bIBaTh, UTO CYIIECTBYIOT JIETAJIbHbIC U OECIUIATHBIE MPOrPaMMBI,
KOTOPBIE MOKHO HAWTH B CETH.

O noprarne

CeteBU4OK.p( - TBOM TJIABHBIN COBETYHK B CETH. 371€Ch ThI MOYKEIIIb Y3HATH O
0€30MacHOCTH B CETU MOHSATHBIM M JIOCTYIHBIM SI3IKOM, & MPU BO3HUKHOBEHHH
KPUTHYECKON CHUTyalliu OOpaTUTHCS 3a COBETOM. A TakKe IMPUHATH y4acTUE B
KOHKYpCax U CTaTh CaMbIM IIU(DPOBBIM IpakIaHUHOM !






